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Abstract

The intended document was constructed to provide an understanding of the term ‘ethics’ and data protection
in research and technology in accordance with the European Union’s General Data Protection Regulation
(GDPR) published in May 2018. The guidelines from the GDPR were adopted in this document to give an
overview to the partners of PROPHETS on how to implement such regulations in each of their
tasks/deliverables while still complying with the GPDR regulations.

Although there are data protection and human rights laws to protect individuals, there are no particular ‘ethics’
laws’. Therefore the responsibility lies within each participating partner to conduct their tasks in ways that
include respect and protection of human values that underlie the existing legislation. The GDPR is mainly
referred here as a standard to data protection guidelines.
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Executive summary

Applying the GDPR to PROPHETS.

The General Data Protection Regulation (GDPR) sets out to manage personal data and privacy, and was
established to protect natural persons with regard to the processing of personal data. The GDPR is currently
the strictest data protection regulation, globally, with pricy penalties.

The legislation applies to all research projects that process personal data and although it has not been designed
specifically for research, it governs the processing (any actions surrounding personal data) of personal data in
the EU. The GDPR is only concerned with information, which can be used to identify living people. Please
note that the GDPR does not apply when dealing with entirely anonymised data.

When dealing with identifiable information, there is a responsibility to keep the data safe, keep data subjects
informed and report any breaches. The changes to legislation largely mirror current good practice in research
and the new law demands that data processing is lawful, fair and transparent. The information listed in this
ethics work package, adheres to the practice and regulations of the GDPR, and aims to give an in-depth view
of the current PROPHETS’ ethical concerns, as well as an instructional manual for all consortium partners to
follow.

As the PROPHETS’ research relies on the involvement of human participants, it must be determined that any
task of the project may impact participants. Therefore, when conducting research it shall be ensured that the
approaches, methods, outputs and dissemination activities reflect and demonstrate the ethical and legal
principles outlined not only in the European Union’s GDPR but the individual national laws and guidelines as
well.
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Abbreviations

ALLEA: All European Academies

DPOQ: Data Protection Officer

DPIA: Data Protection Impact Assessments
EDPS: European Data Protection Supervisor
ICT: Information and Communication Technologies
ICO: The Information Commissioners Office
GDPR: General Data Protection Regulation
LEA: Law Enforcement Agency

PETSs: Privacy Enhancing Technologies

EUI: European Union Institutions

EDPB: European Data Protection Board
EEA: European Economic Area
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Definitions

Definitions are taken from the European Union’s General Data Protection Regulation (GDPR).

Anonymised

The processing of personal data, which makes the information/data collected impossible to reverse and
impossible to identify natural persons associated with the data collected. Data sets that have been
anonymised are considered to be out of the scope of GDPR.

Binding Corporate Rules:

Means personal data protection policies which are adhered to by a controller or processor established on the
territory of a Member State for transfers or a set of transfers of personal data to a controller or processor in
one or more third countries within a group of undertakings, or group of enterprises engaged in a joint
economic activity.

Biometric Data:

Biometric data refers to personal data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, which allow or confirm the unique
identification of that natural person, such as facial images or dactyloscopic data.

Consent:

‘Consent’ of the data subject means any freely given, specific, informed and unambiguous indication of the
data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement
to the processing of personal data relating to him or her.

Controller:

The controller determines the purposes and means of processing personal data. The data controller is any
partner and the individuals acting on their behalf, who make decisions about data processing. It is the data
controller who exercises control over the processing and who carries the responsibilities.

Controllers outside of the Union:

Under Article 3 (GDPR; Territorial scope), the regulation applies to the processing of personal data by a
controller not established in the Union, but in a place where Member State law applies by virtue of public
international law®.

Cross-Border Processing:

(a) processing of personal data which takes place in the context of the activities of establishments in more
than one Member State of a controller or processor in the Union where the controller or processor is
established in more than one Member State; or

(b) processing of personal data which takes place in the context of the activities of a single establishment of
a controller or processor in the Union but which substantially affects or is likely to substantially affect
data subjects in more than one Member State.

! https://gdpr.eu/article-3-requirements-of-handling-personal-data-of-subjects-in-the-union/
Page 7 of 33



pRQpH ETS Deliverable 2.5

Data Concerning Health:
Means personal data related to the physical or mental health of a natural person, including the provision of
health care services, which reveal information about his or her health status.

Electronic Communications Network:

The “electronic communications network’ refers to a transmission system, whether or not based on a permanent
infrastructure or centralised administration capacity, and, where applicable, switching or routing equipment
and other resources, including network elements which are not active, which permit the conveyance of signals
by wire, radio, optical or other electromagnetic means, including satellite networks, fixed (circuit- and packet-
switched including internet) and mobile terrestrial networks, electricity cable systems, to the extent that they
are used for the purpose of transmitting signals, networks used for radio and television broadcasting, and cable
television networks, irrespective of the type of information conveyed.

Enterprise:
Means a natural or legal person engaged in an economic activity, irrespective of its legal form, including
partnerships or associations regularly engaged in an economic activity.

Filing System:
A ‘filing system’ refers to any structured set of personal data which are accessible according to specific criteria,
whether centralised, decentralised or dispersed on a functional or geographical basis.

Genetic Data:

Means personal data relating to the inherited or acquired genetic characteristics of a natural person which give
unique information about the physiology or the health of that natural person and which result, in particular,
from an analysis of a biological sample from the natural person in question.

Group of Undertakings:
Means a controlling undertaking and its controlled undertakings.

ICO:

The Information Commissioners Office (ICO) is an independent, regulatory office who uphold the information
rights in the public interest. They are responsible for enforcing the data protection legislation in the UK. They
have the power to carry out investigations and issue fines as well as advising organisations on how to comply
with the GDPR.

Information Society Service:
Means a service as defined in point (b) of Article 1(1) of Directive (EU) 2015/1535 of the European Parliament
and of the Council?.

International Organisation:

An ‘international organisation’ means an organisation and its subordinate bodies governed by public
international law, or any other body which is set up by, or on the basis of, an agreement between two or more
countries.

2 Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September 2015 laying down a procedure for the provision of
information in the field of technical regulations and of rules on Information Society services (OJ L 241, 17.9.2015, p. 1).
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Main Establishment:

(a) Regards a controller with establishments in more than one Member State, the place of its central
administration in the Union, unless the decisions on the purposes and means of the processing of personal
data are taken in another establishment of the controller in the Union and the latter establishment has the
power to have such decisions implemented, in which case the establishment having taken such decisions
is to be considered to be the main establishment.

(b) regards a processor with establishments in more than one Member State, the place of its central
administration in the Union, or, if the processor has no central administration in the Union, the
establishment of the processor in the Union where the main processing activities in the context of the
activities of an establishment of the processor take place to the extent that the processor is subject to
specific obligations under this Regulation.

Personal Data:

Article 4 of the legislation defines ‘personal data’ as: “any information relating to an identified or identifiable
nature person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location data, an online
identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of that natural person.”

Personal Data Breach:
Means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or otherwise processed.

Processing:

Processing means any operation or set of operations which is performed on personal data or on sets of personal
data, whether or not by automated means, such as collection, recording, organisation, structuring, storage,
adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction.

Processor:
A processor is responsible for processing personal data on behalf of a controller and means ‘a natural or legal
person, public authority, agency or other body which processes personal data on behalf of the controller’®.

Processing Data:
The processing of data involves doing any of the following to the data collected.

Collecting Recording Organising Structuring

Storing Adapting Altering Retrieving

Consulting Using Disclosing Transmitting

3 https://gdpr.eu/article-4-definitions/
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Disseminating Making Available Aligning Combining

Restricting Erasing Destroying

Profiling:

‘Profiling” means any form of automated processing of personal data consisting of the use of personal data to
evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects
concerning that natural person’s performance at work, economic situation, health, personal preferences,
interests, reliability, behaviour, location or movements.

Pseudonymisation:

The processing of personal data in such a way that the data can no longer be attributed to a specific data
subject without the use of additional information. To pseudonymise a data set, the additional information
must be kept separately and subject to technical and organisational measures to ensure non-attribution to an
identified or identifiable person.

Recipient:

Recipient means a natural or legal person, public authority, agency or another body, to which the personal
data are disclosed, whether a third party or not. However, public authorities, which may receive personal
data in the framework of a particular inquiry in accordance with Union or Member State law shall not be
regarded as recipients; the processing of those data by those public authorities shall be in compliance with
the applicable data protection rules according to the purposes of the processing.

Re-identification:

Re-identification refers to any data that has been encrypted and given another meaning, but that can later be
identified as the original data by using a key or algorithm. Any data that is re-identifiable has not been fully
anonymised.

Relevant and Reasoned Objection:

Means an objection to a draft decision as to whether there is an infringement of this Regulation, or whether
envisaged action in relation to the controller or processor complies with this Regulation, which clearly
demonstrates the significance of the risks posed by the draft decision as regards the fundamental rights and
freedoms of data subjects and, where applicable, the free flow of personal data within the Union.

Restriction of Processing:

Certain restrictions of processing can be seen under Article 67 (GDPR; Exchange of Information). The
Commission may adopt implementing acts of general scope in order to specify the arrangements for the
exchange of information by electronic means between supervisory authorities, and between supervisory
authorities and the Board, in particular the standardised format (Article 64)*.

Special Category Data:
Special categories of data have been outlined as representing a higher risk to individuals due to its nature and
therefore require more protection than standard data. These categories potentially could create a more

4 https://gdpr.eu/article-67-exchange-of-information-between-supervisory-authorities-and-board/
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significant risk to a person’s fundamental rights and freedoms. The following are deemed ‘special category

data’:

Race
Politics
Trade Union Membership
Biometrics

Sex Life

Supervisory Authority Concerned:

Ethnic Origin
Religion

Genetics

Health

Sexual Orientation

Means a supervisory authority that is concerned by the processing of personal data because:
1. the controller or processor is established on the territory of the Member State of that supervisory

authority;

2. data subjects residing in the Member State of that supervisory authority are substantially affected or
likely to be substantially affected by the processing; or
3. acomplaint has been lodged with that supervisory authority

Third Party:

Refers to a natural or legal person, public authority, agency or body other than the data subject, controller,
processor and persons who, under the direct authority of the controller or processor, are authorised to process

personal data.

User:

A user means any natural person using a network or terminal equipment operated under the control of a Union

institution or body.

Note:

Distinction between controller and processor activities (please note that these lists are not exhaustive but

illustrate the differences between the roles).

Data Controller Responsibilities

To decide to collect or process the personal data.

Data Processor Responsibilities

To follow instructions from someone else
regarding the processing of personal data.

To decide what the purpose or outcome of the
processing was to be.

To receive instructions on what and how to collect
data.

To decide what personal data should be collected.

To not decide to collect personal data from
individuals.

To decide which individuals to collect personal
data from/about.

To not decide what personal data should be
collected from individuals.

To obtain a commercial gain or other benefit from
the processing, except for any payment for
services from another controller.

To not decide the lawful basis for the use of that
data.

To process the personal data as a result of a
contract between us and the data subject.

To not decide what purpose or purposes the data
will be used for.

To understand that data subjects are our
employees.

To not decide whether to disclose the data, or to
whom.
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To make decisions about the individuals
concerned as part of or as a result of the
processing.

To not decide how long to retain the data.

To exercise professional judgement in the
processing of the personal data.

To have a direct relationship with the data
subjects.

To have appointed the processors to process the
personal data on our behalf.

5 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-

definitions/controllers-and-processors/
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1 Introduction

The primary aim of the GDPR is to offer a set of standardised data protection laws across all the EU member
countries. It addresses potential risks and serious privacy concerns, including disclosure and processing and
any activity surrounding personal data. The GDPR addresses these risks by reinforcing individuals’ rights in
the digital era and enabling them to better control their personal data digitally, online.

PROPHETS follows the data protection guidelines of the GDPR, effective May 25, 2018 when dealing with
any information that is capable of identifying natural persons. This Handbook aims to offer an in-depth analysis
of GDPR generally and specifically toward PROPHETS. Furthermore, each consortium shall follow the
guidelines of the GDPR. However, it is advised that each partner also become familiar with their national data
protection laws as those should be considered as well.

For additional information regarding the guidelines of the GDPR please consult with your Data Protection
Officer and/or see the following manuals:

https://www.ico.0org.uk
https://www.enisa.europa.eu/
https://gdpr-info.eu/
https://www.allea.org/
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2 What is Ethical Research?

For research purposes, ethics are a standard of conduct of which to abide by. Ethics can be defined as a method,
procedure, or perspective for deciding how to conduct research in particular with natural beings. In complying
with ethical guidelines, each consortium partner of PROPHETS must adhere to not only the General Data
Protection Regulations, but also with their country’s local ethical guidelines as well as their research integrity
principles.

2.1 Definitions and Explanations

When abiding by ethical guidelines in research. Three steps shall be adhered to.

1. Protection of human participants

2. ltisensured, that the research is conducted to serve the interests of individuals, groups and/or society as
awhole.

3. Examine specific research activities for ethical soundness, such as evaluating risk, protection of
confidentiality and the process of informed consent.

As PROPHETS largely deals with data sets and generally does not include physical contact with the individual
participants, the emphasis in the current project will therefore mainly rest on the GDPR.

The GDPR specifically lays down rules relating to the protection of natural persons with regard to the
processing of personal data and rules relating to the free movement of personal data [Article 1, (1)]. The
regulation protects fundamental rights and freedoms of natural persons and in particular their right to the
protection of personal data [Article 1, (2)]. The free movement of personal data within the Union shall be
neither restricted nor prohibited for reasons connected with the protection of natural persons with regard to the
processing of personal data [Article 1, (3)].

2.1.1 Lawful, Fair and Transparent

In keeping in line with ethical guidelines, the data collected shall be lawful, fair and transparent. What this
means is being aware of who is behind the personal data being collected, why it is being collected, and how
the processing of data is being approached. According to the GDPR it should be processed on the basis of the
consent of the data subject concerned or some other legitimate basis, laid down bz law, either in this Regulation
or in other Union or Member State law®. The ICO discusses that in order to be lawful the following must

apply”:
1. An appropriate lawful basis (or bases) for the processing has been identified.
2. If special category data or criminal offence data is being processed, conditions for processing this data

have been identified.
3. Nothing unlawful is being done with the personal data.

To be fair the following criteria apply?®:

1. Consideration for how the processing may affect the individuals concerned is made and any adverse
impact can be justified.

6 https://gdpr-info.eu/recitals/no-40/

" https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/principles/lawfulness-fairness-and-transparency/

8 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/principles/lawfulness-fairness-and-transparency/
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2. Handling individuals’ data in ways to be reasonably expected, or it can be explained why any unexpected
processing is justified.
3. Deceiving or misleading individuals must be avoided when collecting data.

Transparency can be described as® being open and honest, complying with the transparency obligations of the
right to be informed. All three of these regulations must be adhered to in each phase of research. Furthermore,
transparency is taking steps to inform data subjects to understand what is happening, or going to happen, with
their data so that they are in a better position to control this.

2.1.2 Data Subject Rights

The data rights (per GDPR) for data subjects in general are as follows*:

e The right to be informed

e The right of access

e Theright to erasure

e The right to access by the data subject

e The right to rectification

e The right to restrict processing

e The right to object to processing

e The right to data portability (not applicable to research under legitimate or public interest)
¢ Rights related to automated decision making including profiling

If any data subject wishes to exercise one of these rights then you should seek advice from the Data
Protection Officer (DPO). It should be made clear from the start what the impact of the study may have on
the individual and how withdrawal from the study can occur. Retaining data is seen as processing, and
therefore if an individual has withdrawn their consent to the study then all information/data must be deleted
if it is still attributable to them.

2.1.3 Integrity and Confidentiality (Security)

Ensuring that appropriate security measures are in place to protect the personal data collected is a must under
the integrity and confidentiality principle (GDPR; Article 5). Specifically under the principles relating to
processing of personal data, it states that personal data ‘processed in a manner that ensures appropriate security
of the personal data, including protection against unauthorised or unlawful processing and against accidental
loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and

confidentiality’)’. !

9 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/principles/lawfulness-fairness-and-transparency/
10 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/?template=pdf&patch=97#link21
1 https://gdpr.eu/article-5-how-to-process-personal-data/

Page 15 of 33



pRQpH ETS Deliverable 2.5

3 Articles of the GDPR

The following articles of the GDPR have been considered for all developmental phases of PROPHETS. All
consortium partners shall adhere to the following:

Principles relating to processing of personal data (Article 5)

Lawfulness of processing (Article 6)

Conditions for consent (Article 7)

Processing of special categories of personal data (Article 9)

Processing of personal data relating to criminal convictions and offences (Article 10)
Processing which does not require identification (Article 11)

In addition, the last section of principles includes an itemized checklist of the steps to take as a practical manual
for all consortium partners for all tasks. As a note, the GDPR only applies to information from identifiable
living individuals and does not apply to deceased persons, as it is not categorised as personal data (Recital 27,
GDPR).

3.1 Principles relating to processing of personal data

As per Article 5 of the GDPR, when handling Personal data the following points need to be abided by:

(a) Lawfulness, fairness and transparency of processing personal data;
(b) Purpose limitation;

(c) Data minimisation;

(d) Accuracy;

(e) Storage limitation;

(f) Integrity and Confidentiality

(g) Accountability

For more information on each of these points, please see Article 4.

3.1.1 What is Personal Data?

The pseudonymised personal data still remains personal data as per recital 26, GDPR. The GDPR further
explains that when personal data has been anonymised the GDPR no longer applies (Recital 26). It is important
to note here, that researchers must fully understand the term anonymisation, as this is not always fully
understood by all researchers.

3.1.2 Anonymisation and Pseudonymisation

As mentioned above, when personal data is fully anonymised, the GDPR no longer applies. However, in order
to fully anonymise data a few aspects shall be considered. The personal data must be entirely stripped, meaning
that the individual can no longer be identified. If at any point the information of one participant can be re-
identified then the data is no longer anonymised, but in many cases rather pseudonymised. In other words, if
re-identification is possible then it never was anonymised. Pseudonymisation is not a fall-back but a specific
process where coding or similar is employed and the key is, for example, stored separately. Therefore making
this distinction is vital to the guidelines then applied for collecting and processing, as pseudonymised data
must follow the GDPR regulations.
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3.1.3  When is an individual ‘identifiable’?

Identifiable information or labels is any combination of identifiers that can identify an individual person. The
GDPR categorises the following pieces of information as identifiers: name, identification number, location
data, and an online identifier. Online identifiers includes IP addresses and cookie identifiers that lead to
personal data. If an individual is directly identifiable from the information collected, this may constitute
personal data. If this is the case, then research need to take precautionary measures as outlined in the GDPR
when collecting and processing such personal data.

3.1.4 Encryption

Encryption refers to the procedure that converts clear text into a hashed code using a key, where the outgoing
information becomes readable again by using the correct key. The GDPR requires appropriate implementation
of technical and organisational measures in ensuring personal data is processed securely. It is also an
appropriate technical measure to be taken, depending on the nature and risks of the processing activities.
Training of employees to be familiar with the use and importance of encryption. Data storing or transmission
of personal data must meet current standards of encryption. Encrypted data is not anonymised, but rather
pseudonymised, therefore the guidelines of the GDPR must be adhered to. For more information regarding
encryption in the GDPR see: https://gdpr-info.eu/issues/encryption/

3.1.5 Processing of ‘Special Categories of Personal Data’

The GDPR States that the processing of special categories include:

Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural person’s sex life
or sexual orientation shall be prohibited.

Some stipulations may arise making it necessary to process information in certain, special circumstances.
Those are specifically described in Article 9 of the GDPR.

3.1.5.1 Processing of Personal Data Relating to Criminal Convictions and Offences

Processing of personal data relating to criminal convictions and offences or related security measures based
on Article 6 (1) shall be carried out only under the control of official authority or when the processing is
authorised by Union or Member State law providing for appropriate safeguards for the rights and freedoms of
data subjects. Any comprehensive register of criminal convictions shall be kept only under the control of
official authority.'? For more information regarding this area, please see Article 6 (1) GDPR.

3.1.6 Consent

Regulations for consent, per the GDPR, are at a high standard. Consent is considered one lawful basis for
processing and should be obtained where needed. Clear records must be kept demonstrating when consent is
received. Partners for PROPHETS are responsible for understanding and reading the consent portion of the
GDPR, such as asking for consent, recording consent, and managing consent of individual participants.

12 https://gdpr-info.eu/recitals/no-50/
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3.2 Checklist for Complying with the Principles on all PROPHETS Tasks

A step by step guide towards adhering to the GDPR principles is found below. However, please consult with
your local Data Protection Officer to discuss if any additional steps are needed.

1. Designate a Data Protection Officer (Article 37)

The first step in complying with the principles of the GDPR is to allocate a DPO. The DPO can be an
organisational / formal DPO. If the organisation does not have one, a person who will take on this role for
the purposes of the project and act as a single point of contact must be designated. This person is also
responsible for providing assurances about compliance, using the forms provided. The DPO has the direct
responsibility of communicating between consortium partners on the behalf of their organization. (This
step has already been completed in D8.2).

2. Provide a declaration of data protection compliance on behalf of your organisation

The declaration can be a copy of the approval from the national supervisory authority and must be turned
in together with a formal document (form). The declaration must include a written confirmation of the
organisations’ compliance to data protection regulations (GDPR). (This step has already been completed
in D8.2).

3. ldentify the legal aspects for all data processing

It is important to note here, that depending on the nature, the purpose and the context of the task the
foundation may vary. However, it is vital that the legal foundation for all data processing be set before any
data processing begins. Please see template 6 for more information regarding the material needed for this
step.

4. Understand and Adhere to Data Protection Regulations of National Legislation

After familiarisation with the GDPR guidelines have been completed, national regulations for data
protection compliance must also be met. Each individual country is obligated to understand and comply
with their national guidelines for their responsible tasks.

5. Provide confirmation and details of security measures

This step is applied to personal data processed for any purpose within PROPHETS (template 6). It includes
the consideration of appropriate security measures for personal data (Article 32). Aspects to be examined
here include taking into account the state of art, costs and the nature, scope and context of processing in
order to determine what is appropriate to the risks involved. The security here shall cover people and
processes (organizational) and technical measures. Pseudonymisation, encryption, ensuring ongoing
integrity, confidentiality, availability and resiliency, the ability to restore in a timely manner and processes
for testing security are all taken into consideration during this step.

6. Complete Data Protection Impact Assessment (DPIA) (Article 35)

Should new technologies be implemented, that could result in medium or high risks to the rights and
freedoms of individuals, a DPIA must be carried out. It can be seen as a task/worksheet to be completed
assuring that the aspects of the GDPR are adhered to.

7. Complete risk assessment checklist
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10.

11.

A completed risk assessment is mandatory for all data processing activities conducted within PROPHETS
(template 4).

Complete data protection impact assessments (DPIA)

For all data processing activities categorised as having a degree of risk for data subjects either individually
or as a group (template 5). It is important that your DPIA includes the nature, scope, context and purposes
of the processing. Furthermore, in assessing the level of risk, the likelihood and the severity of the impact
on individuals must be considered. High risk could result from either a high probability of some harm, or
a lower possibility of serious harm. If the residual risk, after mitigating measures have been implemented,
remains high then the national supervisory authority should be consulted prior to the processing taking
place. The DPO should be familiar with these steps and should be available in the case of additional
questions.

Use consent forms and information sheets

For all activities where the legal basis for data processing is consent please use the templates provided
here. The templates should be adapted to the specific nature, purpose and context of the activity
(information sheet: template 1); (consent form: template 2).

Privacy Notices (Article 12-14)

Correct measures for the privacy notices for participants must be met. Are privacy notices given at the
correct time to data subjects? Do privacy notices contain all of the required information? Is the language
of the privacy notice correctly understood by the participant? Keypoints to consider for the language usage
are conciseness, transparency, intelligible and easily accessible, usage of clear language.

Keep records of data processing

Records of data processing encompasses consent forms, information sheets, dates, times, purpose of
processing, legal foundation, risk assessments, security measures and rationale for the decision making.
Please use template 6 provided.

12. Use the ethics checklist

To identify any risks arising from new work or research activities. Should potential risks be identified,
then a risk assessment should be carried out. The checklist should be kept with the research / development
paperwork and the assessment can be found here: template 3.

13. Include copies of everything

All document copies must be included when submitting, such as (but not limited to) ethics and data
management documents in deliverables reporting research, annexes, consent and information sheets, risk
assessments, methods of selecting participants and data management plan.
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4 Technical Considerations

4.1 Passwords in Online Services

Article 5 (1)(f) states that personal data shall be “processed in a manner that ensures appropriate security of
the personal data, including protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.”

4.2 Privacy by Design

The data protection by design is about considering data protection and privacy before collecting data. This
helps to ensure that there is compliance with the GDPR fundamental principles and requirements, and also
considers accountability of the project!®. Specifically, the GDPR states that with Article 25 (1) for data
protection by design:

“Taking into account the state of the art, the cost of implementation and the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for rights and freedoms of
natural persons posed by the processing, the controller shall, both at the time of the determination of the
means for processing and at the time of the processing itself, implement appropriate technical and
organisational measures, such as pseudonymisation, which are designed to implement data-protection
principles, such as data minimisation, in an effective manner and to integrate the necessary safeguards
into the processing in order to meet the requirements of this Regulation and protect the rights of data
subjects.”

4.3  Privacy Enhancing Technologies (PETYS)

With the increasing speed of technological development in today’s digital world, technology can help to
minimise or avoid risks to privacy and data protection. PETs covers a broad range of technologies that are
specifically designed and developed to support such privacy and data protection. In accordance with these
guidelines PROPHETS will adhere to implementing such privacy and data protection from the technological
side.

4.4  Security of Personal Data

The importance here is placed on a thorough and continuously monitored framework of implemented controls,
both from the technical and organisational side. These are appropriate to the nature of the data processing and
associated risks, and as such, risk assessment methodologies and security measures are consulted and applied.

4.5 Further Technical Considerations

Further technical considerations to be aware of include online and mobile data protection regulations,
cryptographic protocols and tools, as well as recommendations for algorithms, key lengths, parameters and
protocols. For more information on all technical considerations please see the European Union Agency for
Network and Information Security: https://www.enisa.europa.eu

13 https://ico.org.uk/for-organisations/quide-to-data-protection/quide-to-the-general-data-protection-requlation-
gdpr/accountability-and-governance/data-protection-by-design-and-default/
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4.6 Guide to Technical Regulations*

Domain names must be secured.

All services and apps must be updated to the most current security settings that are GDPR compliant.
Do not share WIFI

Developing and communicating a security breach incident response plan

Finding bugs

Educating technicians and other employees

2-Factor authentication

Encrypting devices

Best practice shall be implemented, including locking devices and strengthening passwords

14 https://ecomply.io/gdpr-checklist/
Page 21 of 33



pRQpH ETS Deliverable 2.5

5  Data Breach(es)

Personal data breach(es) in severe cases, can result in physical, material or non-material damage to natural
persons. Therefore, the processing of personal data in information systems must be in line with the Regulation.
The guidelines focus on how to be prepared for, how to respond effectively and how to respond proactively to
prevent such incidents. It is important to note that data breach procedures shall not replace or supersede any
security incident, instead they should be integrated with such an incident handling process and procedure. This
chapter does not focus on extensive coverage of relevant IT security measures. For more information on

guidelines for IT measures, see chapter ‘Further Considerations’*®.

5.1 What s a Personal Data Breach

A personal data breach is any breach in security having to do with personal data. It can be accidental or
purposeful, unlawful destruction of the data or loss, alteration, unauthorised disclosure of, or unauthorised
access to personal data, including breaches deliberate or accidental breaches.

5.2  Steps to take when there is a Personal Data Breach
When dealing with a potential personal data breach, the steps to abide by are strictly laid out. According to
Acrticle 33 a mandatory notification must occur and the following aspects must be considered.

1. Does the company have procedures in place to enable it to report a breach to the regulator within 72 hours
of becoming aware of the breach?*’

2. The breach must be investigated and details provided to the regulator about the nature of the breach, likely
consequences and mitigations being taken to address it.

3. The investigation may require assistance from processors, so operational processes should factor this in.

Mandatory notification shall also apply to individuals affected if their rights and freedoms are therefore at risk.
However, if the data is encrypted or otherwise unintelligible, then individuals will not need to be notified*é.
For more information on this please see Article 33 and also:

https://edps.europa.eu/sites/edp/files/publication/18-12-05 guidelines data breach en 0.pdf

15 https://edps.europa.eu/sites/edp/files/publication/18-12-05_guidelines_data_breach_en_0.pdf
16 https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/personal-data-breaches/
17 Checklist for tasks needed in ordert o comply with GDPR / GOWLING WLG
18 Checklist for tasks needed in ordert o comply with GDPR / GOWLING WLG
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6 International Data Transfers

EU data protection rules apply to the European Economic Area (EEA), which includes all EU countries and
the non-EU countries: Iceland, Liechtenstein and Norway.

When personal data is transferred outside the European Economic Area, special safeguards are foreseen to
ensure that the protection travels with the data. However, it is recommended that no sharing/transferring of
data to non-EU states shall occur within PROPHETS. Should the need arise, please thoroughly consult with
your local DPO and/or EEA and European Data Protection Board (EDPB) and read the corresponding Articles
in the GDPR.
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Annex A Template 1 — Information Sheet

INFORMATION SHEET
FOR PARTICIPANTS IN ACTIVITIES TO SUPPORT THE
PROPHETS PROJECT

The Project
PROPHETS (Preventing Radicalisation Online through the Proliferation of Harmonised ToolkitS) will look at

redefining new methods to prevent, investigate and mitigate cybercriminal behaviours through the

development of a coherent, EU-wide, adaptive SECURITY MODEL, built upon the interplay of the human

factors within the new cyber ecosystem and capable of addressing the four fundamental dimensions at the core

of the phenomenon:

1. early identification of security threats;

2. investigations within a new public-private governance;

3. Increased complexity of the response due to the expansion of the security perimeter towards new societal
fields and the emergence of challenging jurisdictional problems; and, last but not least,

4. perception of security and freedoms among citizens, which requires a new communication strategy for
LEAs and security policy

Your participation

The activity described below is being carried out as part of the PROPHETS project and your participation is
valuable to help us do this. We would like to collect and process some of your personal information for this
purpose but we can only do this with your freely given consent, which is the legal basis for this processing.
You can consent to only some of your information being used by checking the appropriate boxes on the consent
form.

We will not process any of your information if you do not give your consent, or if you change your mind; you
can withdraw your consent at any time during or after the activity by using the contacts given at the end of this
document.

We will only collect and process the minimum amount of information that is required to achieve the purpose
stated below. We will apply appropriate security measures during all processing and storage of your data; these
are described below. You have rights in respect of your personal data, which we fully respect and comply with;
these are also described below.

The activity
The survey data concern own experiences for the radicalization of other persons as well as the procedure of

the radicalization processes. In principle, the data collected is stored in anonymised or pseudonymised form.
A personal assignment neither to the subject concerned nor to the radicalized person is not possible and
technically impossible.

Will the personal data be shared?
A data transmission does not take place.

Page 24 of 33



pRQpH ETS Deliverable 2.5

Will the personal data be stored?

The collected data is stored in each state of the state involved in the project on its own responsibility. The data
collected by the research institute of the BayHfoD are stored on servers of the BayHfoD. The data collected
by the participating States will be transmitted to the coordinating participant. The coordination of this project
is the responsibility of the BayHfoD. Data backups take place within the scope and scope of the BayHfoD.
The members of the research institute of the BayHfoD as well as the members of the system administration of
the BayHfoD have access to the stored data as part of their function. The access to the server room is only up
to the members of the system administration of the BayHfoD.

The collected data will be stored for the duration of the project (36 months from project start on 01.05.2018).
These data will be stored for the purpose of an audit for a further three years after completion of the project.
Thereafter, the data is not reconstructed from all storage media deleted.

A profiling within the meaning of article 4 GDPR- Regulation (EU) 2016/679 does not take place.

Your rights

e You can request access to your data, or amend it, or delete it at any time

¢ You can withdraw consent for any part, or all, of the data processing

e Some questions in the questionnaire can go unanswered.

¢ You will be informed about the purpose of the collection, the use of the data, storage and storage of the
provided data.

e You can request that we transfer your personal data to another organization

¢ You can lodge a complaint with the data protection supervisory authority

Contact details

¢ National data protection supervisory authority: Bayerischer Landesbeauftragter fiir den Datenschutz,
Prof. Dr. Thomas Petri, Postfach 22 12 19, 80502 Miinchen

o PROPHETS Project Coordinator: Dr. Holger Nitsch, holger.nitsch@pol.hfoed.bayern.de

e PROPHETS Ethics & Data Protection Manager: Jirgen Teubert, juergen.teubert@pol.hfoed.bayern.de

o Data Protection Representative for this activity: Jirgen Teubert, juergen.teubert@pol.hfoed.bayern.de

o Facilitator / Researcher for this activity:
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Annex B Template 2 — Consent Form

Consent Form
PROPHETS

Please respond to the following statements by ticking the response that applies.

1. I have read the Information Sheet for this study and have had details
of the data processing explained to me.

2. My questions about what will happen to my personal data have been
answered to my satisfaction and | understand that | may ask further
questions at any point.

3. lunderstand what | am being asked to do and agree to being
involved in this research activity.

4. 1 understand that | can withdraw my consent at any time and how to
do this.

5. lunderstand my rights in relation to my personal data as set out on
the Participant Information sheet, and how to exercise them.

6. | have been provided with a copy of the information sheet about this
activity, which includes details of people to contact if | need to.

7. | agree to my personal data being securely retained by the research
team only, for them to contact me in the future about this or related
research activities.

8. I consent to the processing of my personal contact details for the
purposes of this activity, which is limited in the way described in the
Participant Information sheet.

9. | consent to the information collected for the purposes of this

research study, once anonymised (so that | cannot be identified), to
be used for any other research purposes.

Thank you. Please sign below.

Yes

No
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With my signature, | declare my agreement to the above-mentioned contents:

SIgNed: ... Name
Date: ...... [evivennn. [eviane.
Researcher / Facilitator’s Statement: [ ................................... (name) confirm that [ have

carefully explained the nature, demands and foreseeable risks of participating in the activities for the
PROPHETS project to the volunteer. | understand my role as data controller for any data provided by
the contributor.

Please keep your copy of the consent form and the information sheet together.
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Annex C  Template 3 — Ethics Check List

Please respond to the following statements by ticking the response that applies.

Yes No
1. Has consent been given where possible? [] []
2. Will it be necessary for participants to take part in the study without [] []
their knowledge and consent at the time?
3. Will at any point participants be at physical or psychological risk [] []
including psychological stress, discomfort, anxiety or cause harm or
negative consequences beyond the risks encountered in normal life?
4. Will the study involve prolonged or repetitive testing? [] []
5. Will the research involve respondents’ identity? [] []
6. Will the research involve the sharing of data or confidential [] ]
information beyond the initial consent given?
7. Does the research involve accessing potentially sensitive data [] []
through third parties?
8. Do all steps within the research project adhere to the GDPR? [] []
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Annex D  Template 4 — Risk Assessment Check List

Please respond to the following statements by ticking the response that applies.

Are the following Data Protection Arrangements in Place?
1. Has GDPR been adhered to?
2. Has a DPO been allocated?

3. Have steps been established to regularly review and assess risk?

4. Have staff been trained on how to deal with (sensitive) data?

Location of Data Storage

5. Have considerations been made to where the data is stored and how
the data is stored?

6. Have considerations been made to ensure the integrity of the data is
not compromised?

7. Are adequate technological measures taken to prevent unauthorised
access to the data?

8. Have policies been developed to when, why and who has access to
the data?

Who Has Access to the Data?

9. Do staff access the data when working remotely? If so, do they
access data in a structured way over a secure connection?

10. Is there a policy in place restricting staff from exporting data and do
you monitor compliance?

11. Do third party organisations process the data or access the data on
your behalf? If so, do they adhere to your internal policies?

12. Are your processes properly documented?

Yes

I I

I I
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Are Steps in Place for Potential Data Breaches?

13. Are systems in place to ensure that any breach of data is properly
and promptly identified and reported?

14. Is someone designated to be responsible in case the DPO is not
available?

15. Do your policies extend to identification and mitigation of risks
without compromising any data?

Data Maintenance

16. Is a process in place to secure disposal of data after its retention is
no longer appropriate?

17. Are these arrangements properly documented and auditable?

18. Do you ensure that equivalent measures are in place with any third
party data processor?

0 O

0 O
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Annex E

more information see www.ico.0rg.uk)

Please respond to the following statements by ticking the response that applies.

Template 5 — Data Protection Impact Assessment (For

10.

11.

The nature, scope, context and purposes of the processing have been
described.

Data processors have been asked to aid in understanding and
documenting processing activities and identifying any associated
risks.

Consideration has been made on how to best consult individuals and
other relevant stakeholders.

Data protection officer’s advice has been asked.
It has been checked that processing is necessary for and

proportionate to our purposes, and it has been described how we will
ensure compliance with data protection principles.

An objective assessment has been completed on the likelihood and
severity of any risks to individuals’ rights and interests.

Measures have been identified that can be put into place to eliminate
or reduce high risks.

Records of decision-making have been made, including any
potential difference of opinion with the DPO or other individuals
consulted.

Measures that were identified have been implemented and integrated
into the project plan.

ICO has been consulted before processing, if high risks could not be
mitigated.

The DPIAs are under review and are revisited when necessary.

Yes

No
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Annex F Template 6 — Records of Data Processing (For more
information see www.ico.0rg.uk)

Please respond to the following statements by ticking the response that applies.

Yes No

1. Asa controller the documentation of processing all data falls under
Article 30 (1) of GDPR. As a controller, has this article been read?

2. As a processor the documentation of processing all data falls under
Acrticle 30 (2) of GDPR. As a processor, has this article been read?

3. All processing activities have been documented in writing.

4. Processing activities have been documented in a granular way, with
meaningful links between different pieces of information.

O o o o O
O o o o O

5. As part of the record of processing activites the following have been
thorough documented or a link to the documentation has been
provided:

e Information required for privacy notices

Records of consent

Controller-processor contracts

The location of personal data

Data protection impact assessment reports

Records of personal data breaches

6. All processing activities have been documented in electric form so 0 0
information can be easily added, removed and/or amended.
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